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ABSTRACT
Environmental and health-related risks deriving from electronic waste are well known. Nonetheless,
the threats posed by this waste stream to privacy and data protection, that have increased with the
widespread of the Internet of Things, have received very few insights both from academia and European
institutions.
After the entry into force in Europe of the new data protection legal framework, that introduced
stronger data protection obligations, and the adoption of the Commission Circular Economy Strategy, aimed
at promoting a shift towards a circular economy, the conflicts between these two areas risk to exacerbate to
detriment to the rights of European citizens.
On the one hand, reuse and recycling of electronic devices, promoted by waste hierarchy in
compliance with a circular economy thinking, are necessary to reduce the amount of waste and protect the
environment, but, on the other hand, they can be extremely risky from a data protection perspective. That
is why it must be made clear that the deletion of personal data shall be an essential part of waste
management.
The objective of this work is contributing in filling a gap in research, providing an analysis of the
interrelationships between the data protection and circular economy, looking at the challenges posed by the
Internet of Things, that, in their quality of “smart” e-waste, are particularly problematic from a data
protection perspective, to suggest solutions capable to reconcile the inconsistencies between the data
protection rules and the environmental legal framework rules applicable to them.
Adopting a fundamental right perspective, in Chapter 1, I will provide an overview on the evolution
of data protection and environmental protection as fundamental rights in the history of the European Union,
focusing on the Treaties, concluding that, to solve their inconsistencies, it is not possible to identify a
hierarchy between them.
In Chapter 2, I will critically analyse some key provisions of the environmental waste framework
related to Internet of Things, as amended with 2018 Circular Economy Package, to assess to which extent
data protection needs have been there considered. I will propose a series of practical solutions to effectively
embed data protection in the considered legal framework, to ensure a “General Data Protection Regulation
(GDPR)-oriented interpretation of the concept Extended Producer Responsibility (EPR)”.
Finally, in Chapter 3, I will compare certain provisions and concepts of the GDPR, to outline the legacy
of environmental law in it. To better reconcile the two legal frameworks, the other way around than in
Chapter 2, I will propose an interpretation of key GDPR definitions in the light of EPR.

LIST OF ABBREVIATIONS
DPA

Data Protection Authority

DPbD Data Protection by Design
DPIA

Data Protection Impact Assessment

ECFR

European Charter of Fundamental Rights

ECHR

European Convention on Human Rights

EDPB

European Data Protection Board

EDPS

European Data Protection Supervisor

ELVs

End-of-Live Vehicles

EPR

Extended Producer Responsibility

GDPR General Data Protection Regulation
IoTs

Internet of Things

PbD

Privacy by Design

WEEE Waste Electrical Electronic Equipment
WFD

Waste Framework Directive

WP29 Working Party 29

TABLE OF CONTENT
INTRODUCTION ................................................................................................................................................. 1
CHAPTER 1 FUNDAMENTAL RIGHTS AT STAKE ................................................................................................ 5
1.1. Brief history of environmental protection and data protection in the European Union .................... 5
1.1.1. From the Treaty of Rome till the Treaty of Amsterdam .................................................................. 5
1.1.2. The Charter of Fundamental Rights of the European Union ........................................................... 8
1.1.3. Lisbon Treaty ................................................................................................................................... 9
1.2. Circular Economy Strategy .................................................................................................................. 10
1.3. Data protection reform ....................................................................................................................... 11
1.4. Summary and conclusions ................................................................................................................... 12
CHAPTER 2 THE EUROPEAN ENVIRONMENTAL LEGAL FRAMEWORK APPLICABLE TO THE INTERNET OF
THINGS ............................................................................................................................................................ 15
2.1. Directive 2008/98/EC Waste Framework Directive: before and after Directive (EU) 2018/851 ...... 16
2.2. Directive 2012/19/EU on Waste Electrical and Electronic Equipment: before and after Directive
(EU) 2018/849 ............................................................................................................................................. 20
2.3. Directive 2000/53/EC on End-of-Life Vehicles before and after Directive (EU) 2018/849 ............... 21
2.4. Basel Convention on hazardous waste ............................................................................................... 23
2.5. Summary and Conclusion .................................................................................................................... 25
CHAPTER 3 THE DATA PROTECTION LEGAL FRAMEWORK APPLICABLE TO THE INTERNET OF THINGS ...... 29
3.1. Personal Data, Processing, Data controller and Data processor, Third Party ................................... 29
3.2. Transparency........................................................................................................................................ 32
3.3. Geographical Scope and Transfer to Third Countries ......................................................................... 33
3.4. The Risk-Based Approach and Data Protection by Design ................................................................. 33
3.5. Summary and conclusions ................................................................................................................... 36
CONCLUSIONS ................................................................................................................................................. 39

BIBLIOGRAPHY

INTRODUCTION
2018 represented a crucial year from a data protection perspective in the European Union. The
General Data Protection Regulation (GDPR), after two years of transition, became applicable in all Member
States. The time for the implementation of the Police Directive1 elapsed. The European Institutions updated
their own data protection rules2.
At the same time, 2018 was significant also from an environmental protection point of view. After
the launch of the 2015 Commission Circular Economy Strategy, a series of initiatives aimed at implementing
a circular economy model in the European Union, the revised legislative framework on waste entered into
force3.
Circular economy may be defined as “an industrial economy that is restorative or regenerative by
intention and design” (Ellen MacArthur Foundation, 2013)4, built on the premise that, since the Earth is a
closed and circular system with limited assimilative capacity, the economy and the environment should
coexist in equilibrium (Boulding, 1966).
When it is about to operationalise this definition, the approaches can be very different. In some
cases, circular economy is (regrettably) equated to recycling, whereas a more refined understanding of this
concept encompasses the reduction, the reuse and the recycling of products, other than their energetic
efficiency5. As I will better explain in Chapter 2, the European Commission opts for a comprehensive
approach.
In the context of circular economy, data protection and environmental protection objectives,
somehow, merge. The link between the two topics manifests when we think about the waste management
and recovery of a specific type of electric and electronic equipment: the Internet of Things (IoTs).
IoTs is a broad and disputed concept6 that “refers to an infrastructure in which billions of sensors
embedded in common, everyday devices – “things” as such, or things linked to other objects or individuals –
are designed to record, process, store and transfer data and, as they are associated with unique identifiers,
interact with other devices or systems using networking capabilities”7. In simple words, IoTs may be
understood as the ensemble of everyday objects -as mobile phones, cameras, wearable devices, cars,
household appliances etc.- that, due to the advancement of technology, have become “smart” and therefore
connected to the internet8. Refrigerators capable to do the grocery by themselves, based on the products
that are about to expire; fitness trackers that notify their owner when the fitness goal of the day has been
achieved; toys capable to interact with children and answering their questions; and many more.

1

European Parliament and Council Directive (EU) 2016/680 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA [2016] OJ L 119/1
2 European Parliament and Council Regulation (EU) 2018/1725 on the protection of natural persons with regard to the processing of
personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation
(EC) No 45/2001 and Decision No 1247/2002/EC [2018] OJ L 295/39
3 ‘Circular Economy-Implementation of the Circular Economy Action Plan’ (ec.europa.eu) <http://ec.europa.eu/environment/circulareconomy/index_en.htm> accessed 8 December 2018
4 Martin Geissdoerfer et al., ‘The Circular Economy – a new sustainability paradigm?’ (2017)143 JCP 757
5 Julian Kirchherr, Denise Reike and Marko Hekkert, ‘Conceptualizing the circular economy: An analysis of 114 definitions’ (2017)127
RC&R 221, 232
6 Carsten Maple, ‘Security and privacy in the internet of things’ (2017)2 JCP 155
7 Article 29 Working Party, ‘Opinion 8/2014 on the Recent Developments on the Internet of Things’ [WP223] adopted on 16
September 2014
8 Maple (n 6)
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The market of the IoT is one of the fastest growing in Europe, expected to exceed the value of one
trillion Euro in 20209. However, such boost in IoT would have consequences both in terms of environment
and data protection.
Providing that smart devices quickly become obsolete, they need to be regularly replaced. If IoTs are
among the fastest-growing markets in Europe, at the same time, electronic scraps are the fastest-growing
waste stream in the World (40‐50 million tons per year)10 and represent roughly the 5% of global solid waste.
Environmental and health risks related to this kind of waste are well known, providing that they contain
hazardous components suitable to contaminate soil and ground waters, other than plastic parts, that may
release toxic gas if burnt11.
From a waste perspective, IoTs may be reconducted to existing waste categories, as e-waste,
hazardous waste and, to a certain extent, to End-of-Life Vehicles.
But, from a data protection perspective, they present specific challenges. Unlike “traditional” electric
and electronic equipment, smart objects collect massive amount of information both on their owners and on
any individual interacting with them. Those data can unveil several details of the life of their user, including
extremely sensitive information (e.g. health related, children related, biometrics...).
Normally, IoTs collect information aggregated with other devices’ data and then transferred and
stored in the cloud12 (which implies consumption of energy). But data can also be saved in the hardware
components of the IoTs, meaning that, if not removed from the device, they could end up in the hands of
anyone and being stolen or sold. What is just garbage for someone could become an illicit source of gaining
for others.
Data protection and environmental risks are even more severe considering the illegal e-waste flow
to extra-EU countries without protective legislations on either aspect13.
Especially after the entry into force of the new European data protection legal framework, that
introduced stronger data protection obligations, the conflicts between data protection law and the objectives
pursued by the Commission Circular Economy Strategy risk to exacerbate to detriment to the rights of
European citizens.
On the one hand, a non-GDPR compliant waste disposal can severely jeopardise privacy and data protection.
On the other hand, reuse and recycling of IoT devices are necessary to reduce the amount of waste and
therefore protect the environment. The sustainability goals risk to be negatively affected because it could
appear safer for waste management actors, for instance, not to re-use or recycle the devices to avoid possible
data breaches.
From a private person perspective, personal data protection (Art. 8 ECFR) and environmental protection (Art.
37 ECFR) are at stake. Whilst actors involved in waste management (e.g. second-hand electronics, sellers
recycling companies) may see their freedom hampered by the need to comply with contradictory provisions.
The objective of this work is contributing in filling a gap in research, providing an analysis of the
interrelationships between the data protection and circular economy, looking at the challenges posed by
Internet of Things, that, in quality of “smart” e-waste, are particularly problematic from a data protection
perspective, to suggest solutions capable to reconcile the inconsistencies between the data protection and
the environmental rules applicable to them.
After providing an overview on the evolution of data protection and environmental protection in the
history of the European Union in the Chapter 1, in the Chapter 2, I will analyse some key provisions of the
environmental waste framework related to Internet of Things, as amended with 2018 Circular Economy
9

‘The Internet of Things’ (ec.europa.eu) <https://ec.europa.eu/digital-single-market/en/policies/internet-things> accessed 9
December 2018
10 Oladele O. et al., Global Management of Electronic Waste-Challenges Facing Developing and Economy-in-Transition Countries, in
Reed M. (ed.), Metal Sustainability (Wiley 2016) 52 ss
11 David Lee et al., ‘Monitour: Tracking Global Routes of Electronic Waste’ (2018)72 WM 362, 362
12 Rolf Weber, ‘Internet of Things: Privacy Issues Revisited’ (2015)31 CL&SR 618, 619
13 Amit Kumar et al., ‘E-Waste: an Overview on Generation, Collection, Legislation and Recycling Practices’ (2017)122 RCR 32
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Package, to assess to which extent data protection needs have been there considered, namely: the Waste
Framework Directive, because it provides definitions and introduces concepts common to the management
of different types of waste; the Waste Electrical and Electronic Equipment (WEEE) Directive, probably the
most directly relatable to IoTs appliances; the End-of-Life Vehicles (ELVs) Directive, which I deem interesting
due to the growing use of software and electronic components in the automotive sector. I will also focus on
the Basel Convention on hazardous waste, an international instrument to which the European Union is part,
that, albeit not specific for electronic waste, is still relevant for them and suitable to serve also data
protection purposes. I will propose practical solutions to embed data protection in the considered legal
framework, providing also a GDPR oriented interpretation of the concept Extended Producer Responsibility
(EPR)14.
In Chapter 3, I will investigate certain provisions and concepts of the General Data Protection
Regulation (GDPR), to outline the legacy of environmental law in it and to assess if the needs not to hamper
circular economy goals have been there embedded. To improve the coordination between the two legal
frameworks, the other way around than in Chapter 2, I will propose an interpretation of key GDPR definitions
in the light of Extended Producer Responsibility.

14

Very briefly, EPR is an environmental policy principle, and legal obligation for certain waste streams, that entails a shift of the
administrative, physical and financial burden deriving from the treatment/disposal of post-consumer products from the public sector
to private (producer) one. See ‘Extended producer responsibility’ (oecd.org) <http://www.oecd.org/env/toolsevaluation/extendedproducerresponsibility.htm> accessed 30 March 2019; ‘Development of guidance on Extended Producer
Responsibility
(EPR)’
(ec.europa.eu,
January
2014)
<http://ec.europa.eu/environment/archives/waste/eu_guidance/introduction.html> accessed 30 March 2019.
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CHAPTER 1 FUNDAMENTAL RIGHTS AT STAKE
The first step of my research on the interrelationships between data protection and circular economy
will be an historical analysis on the evolution of data and environmental protection in the Union.
Understanding how those rights have appeared and have been protected in Europe, in particular in the
Treaties, will enable me to assess their common features and their reciprocal hierarchical positions, providing
me a solid basis for the critical analysis of the secondary law framework that I will perform in Chapter 2 and
Chapter 3.
1.1. Brief history of environmental protection and data protection in the European Union
The European Union started as an economic project. Albeit the preamble of the Treaty of Rome (EEC
Treaty, 1957) mentions, among its goals, “to lay down the foundations of an ever-closer union among the
peoples of Europe”, “the economic and social progress of the [member] countries” and the preservation and
enforcement of peace and liberty, the idea to protect fundamental rights will appear in the treaties many
years later, culminating with the adoption of the Charter of Fundamental Rights of the European Union
(ECFR)15. However, already in the 60s, precisely in privacy related cases, the European Court of Justice started
arguing that fundamental rights, inspired by the common constitutional traditions of Member States and by
the international treaties on human rights of which Member States where signatories, were embedded in
Community law16.
1.1.1. From the Treaty of Rome till the Treaty of Amsterdam
In the silence of the Treaty of Rome, it was thanks to the European Court of Justice’s interpretation
of Articles 100 and 235 EEC Treaty (nowadays, Articles 115 and 352 TFEU) that the action of the Community
in environmental matters was justified, to the extent it could fulfil internal market objectives or improve the
quality of life of European peoples17. Already in the early 1980s, it was understood that the lack of
harmonization of rules on environmental protection could lead to distortions of competition. The elaboration
of the Court went even further, defining environmental protection an essential objective of the Community18.
However, it is only with the Single European Act (SEA, 1987), amending EEC Treaty and introducing
Title VII on Environment, that environmental protection was recognised in the Treaties. The Single European
Act enounced the subsidiarity principle in environmental matters (Art. 130r(4) EEC Treaty) and other
principles, already elaborated in previous policy documents19, such as “preventive action”, “environmental
damage should as priority be rectified at the source” and “polluters pay” (Art. 130r(2) EEC Treaty) that still
fundamental for present European environmental law. For instance, the concept of Extended Producer

15

For a different perspective on the history of fundamental rights in the European Union, see Gràinne De Búrca, ‘The road not taken:
the European Union as a global human rights actor American Journal of international law’ (2011)105 AJIL 649
16 E.g. Case 29/69 Erich Stauder v City of Ulm- Sozialamt [1969] ECR 419 [7]; Case 11/70 Internationale Handelsgesellschaft mbH v
Einfuhr- und Vorratsstelle für Getreide und Futtermittel [1970] ECR 1125 [4]; Case 4/73 J. Nold, Kohlen- und Baustoffgroßhandlung v
Commission of the European Communities [1974] ECR 491 [13], Gloria Gonzàlez Fuster, ‘Fundamental Rights and the European Union’
(Lecture, Institute of European Studies, Brussels, 22 November 2018)
17 Emanuela Orlando, ‘The Evolution of EU Policy and Law in the Environmental Field: Achievements and Current Challenges’ (April
2013) Transworld working paper 21, 3
18 Case 92/79 Commission v Italy [1980] ECR 1115 [3], [8]; AG Capotorti Joined Opinion on Cases 68/81 to 73/81 Commission v Belgium
[1982] ECR 153; Case 240/83 Procureur de la République v Association de défense des brûleurs d’huiles usages (ADBHU) [1985] ECR
531 [13] as mentioned in Orlando (n 17) 3,5
19 Christian Hey, ‘EU Environmental Policies: A short history of the policy strategies’ in Stefan Scheuer (ed.), EU Environmental Policy
Handbook - A Critical Analysis of EU Environmental Legislation (European Environmental Bureau 2005) 20
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Responsibility (see Chapter 2) derives from “polluters pay”20 but it is also related to the idea to prevent and
correct damages at the source.
As outlined by the procedures on decision taking applicable to environmental matters, the SEA
maintained and strengthened the link between environmental protection and common market created by
the European Court of Justice. Whereas the rule on purely environmental protection issues was the
unanimity in the Council upon consultation (Art. 130s), when a measure aimed at eliminating distortions of
competition and contributing to the completion of the single market, the legal basis ex Art. 100a, based on
qualified majority vote in the Council and on co-operation procedure with the Parliament, would apply21.
States remained free to fix higher standards of environmental protection, providing that they did not
constitute arbitrary discrimination or arbitrary restrictions to trade (Art. 100a (4) EEC Treaty).
The Treaty of Maastricht (1993) extended qualified majority voting of the Council (acting on proposal
of the Commission and after having obtained the opinion of the Parliament) as a rule also to purely
environmental matters (procedure ex Art. 189c)22, showing a willingness of the Community to have more and
more weight in this field. However, at the same time, the subsidiarity principle became a general one,
applicable to the areas not belonging to exclusive competence of the Union23.
In the preamble, Maastricht Treaty linked environmental protection with the objective to promote
economic and social progress for the people of the Community. The promotion of sustainable growth
respecting the environment became a task of the Union (Art. 2 EEC Treaty) and the activities of the
Community started to include policy in the sphere of environment (Art. 3 (k) EEC Treaty). Environmental
protection should have been embedded in other community policies (Art. 130r), meaning that, from being a
just a “component” of community policies, it became an element to be considered in the definition and
implementation of all community policies24. The “precautionary principle” was codified and the
“regionalisation” of environmental policies, which still exists nowadays and may affect both data and
environmental protection, was strengthened, to the extent that that regional differences could have been
considered either in a positive way (in the sense that States were free to maintain or introduce more
protective environmental rules) and in a negative way (exemptions or support from the Cohesion Fund
whereas environmental measures were too costly for a Member State)25.
Notwithstanding these novelties, environmental protection in Europe did not receive the expected
boost, especially due to the generalisation of subsidiarity principle coupled with the strengthening of regional
exceptions. Conversely, the system of waivers legitimised the creation of a “multi-speed Europe” in
environmental matters26. Notwithstanding the auspicated “ecological structural change”, environmental
policies remained deeply interlinked with the objectives of internal market27. After Maastricht Treaty, there
were no significant developments at Treaty level, until the proclamation of the Charter of Fundamental
Rights.
The history of data protection was different. Albeit it is only with 1999 Treaty of Amsterdam that
data protection appeared in the treaties, it evolved much more steadily than environmental protection.

20

Thomas Lindhqvist, ‘Extended Producer Responsibility in Cleaner Production: Policy Principle to Promote Environmental
Improvements of Product Systems’ (IIIEE, Lund University, 2000) IV
21 Eileen Barrington, ‘European Environmental Law: Before and After Maastricht’ (2015)2 UMICLR 79, 82, 83
22 Henrik Selin and Stacy VanDeveer, ‘EU Environmental Policy Making and Implementation: Changing Processes and Mixed
Outcomes’ [2015] Conference Proceedings 19
23 Birgit Spießhofer, ‘Maastricht and the Environment -German Perspective’ [1994] 20
24 ibid 19
25 ibid 21
26 ibid 20
27 Hey (n 19) 23
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At national level, in the late 60s, some member States of the Communities (France, Germany,
Denmark and Luxembourg) had already adopted ad-hoc data processing rules28. The number of States
adopting rules to protect personal data within their borders29, or even recognising data protection in their
constitutional provisions (Portugal, Austria and Spain)30 further increased after the first wave of
computerisation of the 70s31.
In the same period, the European Parliament and the Commission started expressing concerns about
the dominance of the United States in the growing computing and processing industry, and about the
possible consequences that divergent rules on data protection may have on fundamental rights32. However,
the uncertainty on the role of European Institutions in this field, coupled with the approval within the
framework of the Council of Europe of 1981 Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (Convention 108), whose protection was deemed adequate for
several years, determined a delay in adopting common European rules33.
For a long time, data protection was approached exclusively in its individual right dimension, aimed
at granting a fair treatment of personal information and ensuring citizens’ protection34, and excluded from
the competences of the Community.
This vision was fostered by the Convention 108, focused on the human right aspect of data, being
the notion of “free flow of personal data” understood as “free flow of information between people”; and by
the judgements of the European Court of Human Rights, that had started protecting personal data under
Article 8 of the European Convention on Human Rights and Fundamental Freedoms (ECHR)35.
The relations between data protection and internal market remained unexplored until 1990, when
the Commission issued a package of proposals on data protection, encompassing the data protection
directive (i.e. Directive 95/46/EC on the protection of individuals with regard to the processing of personal
data and on the free movement of such data), suggesting that, other than the fundamental right dimension,
data processing had also an internal market element36. Data protection directive represented the first
attempt of harmonisation of those data protection rules that had proliferate in Member States and whose
divergence was posing significant obstacles to the internal market37. Although there was not a specific legal
basis legitimising the adoption of data protection rules under the subjects belonging to the former first pillar,
the European legislators relied on the harmonisation clause of the internal market, adopting the same
technique that had been used for introducing the first rules on environmental protection before the SEA38.
However, Directive 95/46/EC legal basis excluded its applicability to police sector and the Community
Institutions. That why Amsterdam Treaty (1999), the first one introducing provisions on data protection,
stressed the need to protect personal data in the field of Police cooperation (Art. K.2) and specified that
community acts aimed at protecting individuals with regard to personal data and the free movement of data
should have been applied also to Community Institutions (Art. 213b).

28

Gloria González Fuster, ‘The surfacing of national norms on data processing in Europe’, in The Emergence of Personal Data
Protection as a Fundamental Right of the EU (Springer, 2014) 59 - 66
29 FRA/ECtHR/EDPS, Handbook on European data protection law (Publications Office of the European Union, 2018) 18
30 González Fuster (n 28) 66, 68
31 Joel Reidenberg, ‘Resolving Conflicting International Data Privacy Rules in Cyberspace’ (1999)52 SLR 1315, 1316
32 Gloria González Fuster, ‘The Beginning of EU data protection’, in The Emergence of Personal Data Protection as a Fundamental
Right of the EU (Springer 2014) 155
33 ibid
34 Joel R. Reidenberg, ‘E-Commerce and Trans-Atlantic Privacy’ (2001)38 HLR 717, 731
35 See e.g. case Klass and others v Germany App No 5029/71 (ECHR, 6 September 1978); Malone v UK App No 8691/79 (ECHR, 2
August 1984) as mentioned in FRA/ECtHR/EDPS (n 29) 23, 24
36 González Fuster, (n 28) 124
37 Joel Reidenerg and Paul Schwartz, ‘Data protection law and online services: regulatory responses’ [1998] 139
38 Herke Krankenborg, ‘Art. 8 Protection of Personal Data’ in Steve Peers et al. (eds.), The EU Charter of Fundamental Rights - A
Commentary (Hart Publishing 2014) 223
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1.1.2. The Charter of Fundamental Rights of the European Union
It is with the Charter of Fundamental Rights of the European Union that data protection and
environmental protection were officially considered fundamental rights in the European Union. In the
beginning, the Charter did not have the same legal status as the Treaties. It was solemnly proclaimed by the
Parliament, the Council and the Commission in December 2000, but it became legally binding, for European
Institutions and for Member States insofar as they apply European law, only with the Treaty of Lisbon of
200939.
The Charter mentions both environmental protection (Art. 37) and data protection (Art. 8).
For the definition of the latter, made autonomous from the right to privacy, the influence of the European
Court of Human Rights’ case law and its interpretation of Art. 8 of the European Convention of Human Rights
(ECHR) on the right to respect for private and family life, home and correspondence played a fundamental
role, being the Treaty of Amsterdam and the data protection directive the only legal instruments referring to
it. However, although the drafters of the Charter decided not to draw inspiration from that, it must be said
that the interpretation of Art. 8 ECHR was relevant also in terms of environmental protection40. Strasbourg
judges, indeed, stated that, in certain circumstances, States had the positive obligation to protect individuals
from environmental factors directly and seriously affecting their home or private and family life41, meaning
that environmental law may have an individual right dimension.
The influence of the Strasbourg system on the European Union one was made possible by Art. 52
para 3 of the Charter, that grants the rights contained in the Charter a protection at least equivalent to that
one afforded under the ECHR42.
Art. 37 was deemed to belong to the category of “principles”, whereas Art. 8 to that one of “rights”43.
The difference between rights and principles was introduced by the drafters of the Charter in Art. 51 and
strengthened afterwards, in 2002, with the addition of para 5 to Article 52 on the scope and interpretation
of rights and principles: if rights shall be “respected” by the Union and the Member States, principles shall
be “observed”.
I believe that the difference between “principles” and “rights” drew inspiration from the
categorisation of human rights in different generations.
Data protection, as derived from the right to privacy, is indeed a first generation right. First
generation rights are basically classical political and civil rights developed in XVII-XVIII century at the advent
of liberalism in Europe and United States. Considering their individualistic connotations and their long-lasting
theorisation, they do not pose particular problems as regards their enforceability and they are those ones
normally included in International human rights treaties. Conversely, third generation rights, as
environmental protection, have only appeared in the 60s and they are also known as collective rights. From
a legal perspective, they have been deeply criticised, especially due to their vague content, the difficulties in
39

David Anderson and Cian Murphy, ‘The Charter of Fundamental Rights: History and Prospects in Post-Lisbon Europe’ [2011] EUI
Working Papers 2,3
40 Elisa Morgera and Gracia Marín Durán, ‘Art. 37 Environmental Protection’ in Steve Peers et al. (eds.), The EU Charter of
Fundamental Rights - A Commentary (Hart Publishing 2014) 987
41 See e.g. cases Apanasewicz v Poland App No 6854/07 (ECHR, 3 May 2011), where the Court found a violation of Art. 8 for having
Polish Authorities remained ineffective after the plaintiff obtained a Court order to close concrete works causing her environmental
harm; Guerra and others v Italy App No 14967/89 (ECHR, 19 February 1998), where the Italian government was condemned for failing
to provide information concerning the environmental risk related to live in proximity of a fertiliser plant; Hatton and others v UK App
No 36022/97 (ECHR, 8 July 2003), where the Court observed that, for environmental cases (in this case, noise pollution), State’s
responsibility may also arise from a failure to regulate private industry in a way adequate to secure respect for the rights enshrined
in Article 8. For further cases, see Press Unit of the European Court of Human Rights, ‘Environment
and
the
European
Convention on Human Rights’ [2019]
42 Elisa Morgera and Gracia Marín Durán, ‘Art. 37 Environmental Protection’ and Herke Krankenborg, ‘Art. 8 Protection of Personal
Data’ in Steve Peers et al. (eds.), The EU Charter of Fundamental Rights - A Commentary (Hart Publishing 2014) 223, 986
43 ibid 223, 983
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identifying the collectivities actually capable to action them and the entities against which these rights can
be invoked. That is why, normally, they are not contained in binding human rights treaties44.
Providing that, generally, principles can be used by Courts only as means of interpretation or legality
standards, this creates a sort of hierarchy between rights and principles, considering that turning principles
into direct and judicially enforceable claims is not so straight forward as in the case of rights45.
Also looking at the wording of the two articles, the differences are significant. Whereas Art. 8 states a right
to data protection, which includes the right to access and rectification, and imposes obligations, as fair
processing based on a legitimate legal basis and purpose limitation, Art. 37 appears to limit the scope of
environmental protection to a mere policy objective, without introducing a right to environmental protection
claimable by individuals, reflecting the lack of consensus at Member State level over the existence of a
substantive human right to the environment46.
That is why, in my opinion, the system laid down by the Charter created, in practice, a hierarchy
between rights and principles, between the right to data protection, individually justiciable, and
environmental protection, mere interpretative criteria and policy principle. Existing a hierarchy, in case of
contrasts, data protection right could be considered the prevailing one.
However, such a solution would be probably too simplistic and disregard the reality. Indeed, at
practical level, the line between rights and principles is so blurred that there are no fixed criteria to distinguish
them, so much that the European Court of Justice has used the notions of rights, freedoms and principles in
an interchangeable way47. Moreover, the idea of hierarchy clashes with the novelties introduced by the
Lisbon Treaty that I will discuss in the following subchapter.
1.1.3. Lisbon Treaty
Nowadays, under the Treaty of Lisbon (2009), a high level of protection and improvement of the
quality of the environment are objectives of the Union (Art. 3(3) TFEU). Environment is a shared competence
between the Union and the Member States pursuant to Art. 4(2)(e) TFEU. Art. 191 TFEU is also important,
providing that it mentions the principles of environmental policy as consolidated through the years.
Even if it is not explicit in the Treaties, also data protection is a shared competence, in so far as it is
not included in the exhaustive catalogues of exclusive and supporting, coordinating and supplementing
competences48.
Both data protection and environmental protection are contained in the Title II, Part I of the TFEU
“Provisions having general application”, more precisely in Art. 11 TFEU, affirming that “environmental
protection requirements must be integrated into the definition and implementation of the Union's policies
and activities, in particular with a view to promoting sustainable development”; and in 16 TFEU, that states
data protection right and fixes the competence of the Parliament and of the Council to lay down rules
disciplining data protection and free flows of data pursuant to the ordinary legislative procedure, except for
the field of Common Foreign and Security Policy, where the procedural rule is Council decision (Art. 39 TEU).
The collocation of the two rights in Title II means that, in absence of specific derogations, they should apply
across all policy sectors and Union activities49. This is a first argument clashing with the idea of having a
hierarchy between data protection and environmental protection.
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Moreover, from an analysis of the above-mentioned provisions on environmental protection, read in
conjunction with Art. 37 ECFR and with the European Court of Justice’s case law, it is possible to infer that,
although neither here environmental protection was constructed as directly enforceable by individuals in
front of European Institutions, it was nonetheless strengthened. First, environmental protection must be
embedded in every step of legislative process and in the following phase of enforcement, of both European
policies and activities in general.
Bringing this consideration further, this broad principle of environmental integration can be regarded
as a way to indirectly overcome the lack of direct enforceability of environmental protection. Being obliged
to embed environmental considerations in every policy and activity, European legislators are in principle
prevented from negatively affecting the environment50 because, in theory, a violation of Art. 11 could trigger
an action of annulment pursuant to Art. 263(2) TFEU. Moreover, the preliminary ruling procedure has also
been used by national courts to review the validity of European legislations and acts in relation with e.g.
polluter pays principle or the high level of environmental protection51. Furthermore, the lack of direct
enforceability in case of environmental matters by individuals is becoming questionable. As anticipated, the
European Court of Human Rights equipped Art. 8 ECHR and other ECHR provisions with an environmental
dimension, and, pursuant to Art. 52(3) ECFR, the protection afforded by the Charter should be at least
equivalent to Strasbourg system. This positively influenced the European Court of Justice that rendered
several judgements legitimising the existence of both procedural and substantial rights stemming from
European environmental law (albeit within the framework of violations perpetrated by Member States and
not by European Institutions)52. The Commission itself is insisting on the need to strengthen the access of
private citizens and environmental association to environmental justice in the Member States53.
Therefore, even the lack of legal accountability, one of the aspects differentiating principles from
rights, and that could legitimise the existence of a hierarchy between rights and principles, is more and more
questionable54.
In conclusion, notwithstanding the wording of the Charter, after the Treaty of Lisbon, the relation
between data protection and environmental protection should be considered equal, and not hierarchical.
This overview on the history of data and of environmental protection in the European Union provides
a basis to better understand the reasons that led to the approval of the Circular Economy Strategy and the
Data Protection Reform.
1.2. Circular Economy Strategy
When I speak about the Circular Economy Strategy of the Commission, I refer to all those initiatives
taken by this institution to implement a circular economy model in the European Union.
The concept of circular economy was born in the 1970s and it is founded on this premise: providing
that the Earth as a closed and circular system with limited assimilative capacity, the economy and the
environment should coexist in equilibrium (Boulding, 1966). Therefore, the circular economy may be
understood as “an industrial economy that is restorative or regenerative by intention and design” (Ellen
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MacArthur Foundation, 2013)55. However, scholars and practitioners often disagree over the scope of this
definition, questioning e.g. whether circular economy should be just about recycling or presuppose a
systemic approach, and therefore a combination of reduce-reuse and recycle; if its final goal should be
economic prosperity or merely environmental protection etc.56.
At the end of 2015, consistently with the objective set in Art. 3 TFEU, the European Commission
launched the EU Circular Economy Action Plan, aimed at triggering a transition towards this model, with the
ultimate goals of increasing global competitiveness, boosting sustainable economic growth, promoting
innovation and creating job places. The Action Plan was the first Commission program aimed at promoting a
systemic approach over the entire value chain (design phase and production process, consumption and waste
management) for the adoption of a circular economy paradigm in the European Union, involving economic
actors -businesses and consumers-, national authorities and European Institutions57.
The program reflected a broad understanding of the notion of circular economy, not only focused on
recycling but also on the need to optimise the value of products and materials; to minimise the creation of
waste and the use of resources; to use again the product at the end of its life to create further value58.
Moreover, the objectives were not just environmental protection related but connected with economic
growth59. However, the Strategy does not refer to data protection challenges raised by e-waste.
The Action Plan encompassed 54 actions covering several sectors (e.g. plastic, food waste, critical
raw materials…) and having a different degree of bindingness: together with the undertake to adopt new
legislative proposals and reviews of existing legislation, there were commitments on adoption of soft
guidance, monitoring and reporting etc.
For the purpose of this research, the program is important because it promoted the adoption of a
revised legislative framework on waste, including the Directive (EU) 2018/849 of the European Parliament
and of the Council of 30 May 2018 amending Directives 2000/53/EC on end-of-life vehicles, 2006/66/EC on
batteries and accumulators and waste batteries and accumulators, and 2012/19/EU on waste electrical and
electronic equipment; the Directive (EU) 2018/851 of the European Parliament and of the Council of 30 May
2018 amending Directive 2008/98/EC on waste.
1.3. Data protection reform
Officially, the 2016 data protection reform package included the GDPR and the Police Directive60. In
a broader sense, the revision of the previous Directive 95/46/EC and Council Framework Decision
2008/977/JHA triggered other legislative changes that resulted in the 2017 Proposals to update the ePrivacy
Directive and the Regulation (EC) No 45/200161.
It is possible to notice that, although the former pillar structure introduced by Maastricht Treaty was
abolished, it left tracks in the present data protection legal framework. Even if pursuant to the Treaty of
Lisbon the are only two possible legal basis for the adoption data protection legislation (one ex Art. 16 TFEU
and one ex Art. 39 TEU, the only difference between the two regarding the decision taking system in the
sector of Common Foreign and Security Policy), the European legislators decided to maintain the patchwork
of instruments specific for various policy areas (e.g. law enforcement, communication…), instead of opting
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for a comprehensive framework, with the risks of contradictions and overlaps among the various
instruments62.
The reasons leading to the data protection reform depend on the fact data, on the one hand, is the
“new oil of Digital Economy”63 and, consequently, it represents a fundamental tool for the development of
the European Internal Market. Nevertheless, on the other hand, privacy and data protection are fundamental
rights recognised in the European Charter and in other international instruments (e.g. Universal Declaration
on Human Rights, European Convention on Human Rights and Modernised Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data)64. Considering the rapid technological
development, that boosted data sharing and collection, and the frequency of international data transfers,
the European Union wanted to settle international standards65 to either better protect these rights and to
increase the trust and safety in online environment to unleash the potential of the digital market. Also, data
protection and confidentiality in internet-based communication services need to be ensured66.
Therefore, the data protection reform poses itself in continuity with the system built by the ECJ case
law and Lisbon Treaty that codifies the role of human rights’ actor, other than simple economy and monetary
stakeholder, of the European Union, being the main values pursued by the European legislators and
embedded in the new legal framework either the protection of the rights to privacy and data protection and
the free flow of data, finalised to the growth of the internal market.
Therefore, as in the case of the circular economy strategy, also for data protection reform human
rights objectives were merged with the goal to foster economic growth and innovation in the Union.
However, neither in the case of data protection reform the idea that stricter data protection rule could
discourage e.g. recycling of e-waste was considered.
1.4. Summary and conclusions
This excursus over the history of environmental protection and data protection in the European
Union proves that there are some points of convergence between the two rights. They are both fundamental
rights included in the European Charter and in the “Provisions having general application” of the TFEU. At
European Union level, they both started to be regulated to achieve the internal market objectives (even if,
for data protection, the individual right aspect was for a long time considered predominant). They are both
particularly challenged by the evolution of technology67. They are the two main fields where the European
Union aims to be at the forefront and to provide global standards.
Nevertheless, their evolution was different, and somehow opposing, depending also on their nature
that affected their enforceability: data protection is a first generation -individual- right, whereas
environmental protection a third generation -collective- one68.
Still, in Strasbourg system, data protection and, to some extent, environmental protection were both
derived from Article 8. That is because the Court interpreted Article 8 to give an individual dimension to
environmental protection69.
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But, the other way around, also data protection presents a collective dimension, deriving from the
potentiality that new technologies, data analytics and big data offer for large scale data processing and mass
surveillance70.
Environmental protection, for a long time considered a mere policy objective closely related to
internal market issues, was for this reason included in the treaties before data protection, but its evolution
was slower. Even if, with the Treaty of Maastricht, environmental protection had started to gain more
autonomy, considering that decision making on internal market was “communitarised”, this was not
sufficient to trigger a structural change. The legitimisation of a regional approach affected the evolution of
environmental protection, leading to such fragmentation that, at the moment of drafting the Charter,
European Member States could not agree on giving a more defined content to this right, that remained
formulated in terms of policy objective71.
Nevertheless, with the case law of Strasbourg and Luxemburg Courts and the entry into force of the
Lisbon Treaty, coupled with the initiatives of the Commission aimed at promoting the access to
environmental justice in the Member States, the justiciability of environmental protection has increased.
Conversely, data protection was understood, for long time, both at international and at Member
State level, only in its individual right dimension. Being its relationship with the internal market
underestimated, it was introduced later in the treaties. Nevertheless, it managed to receive in the last years
an incredible boost, especially considering the new role of the European Union in the protection of
fundamental rights and the elaboration of the Strasbourg Court. Indeed, even if data protection is a shared
competence, as environmental protection, it is almost complete72.
Even if in the Charter of Fundamental Rights data protection is qualified as right and environmental
protection as principle, this is not enough to justify the existence of a hierarchy between the two. The blurred
line between rights and principles73, coupled with the placement of the two rights in the “Provisions having
general application” of the Treaty on the Functioning of the European Union, meaning that environmental
and data protection considerations should be mainstreamed in all policy and activities of the Union, support
the idea that establishing a hierarchy between the two is not the right approach to solve eventual
inconsistencies.
Both at the basis of Data protection reform and Circular Economy Strategy there was the idea to
connect human rights related goals with more economic objectives, showing the link between data
protection and environmental protection with other policy areas. However, when it is about to consider data
protection and environmental protection in their reciprocal relations, there are gaps. The Circular Economy
Strategy, for instance, notwithstanding the hint on the “digital circular economy”74 seems not adequately
consider the data protection challenges raised by the spread of IoTs. Nor data protection reform appears
concerned by the possibility that the need to protect personal data could jeopardise certain environmental
goals.
After this overview on history and primary sources, in the following chapters, I will move my analysis
to the secondary legislation level, to assess how the “Provisions having general application” are implemented
in practice.
First of all, in Chapter 2 I will investigate a selection of the existing environmental legal framework
applicable to Internet of Things appliances, which I deem the most relevant to highlight the possible clashes
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between data protection and circular economy, to assess whether data protection considerations have been
there embedded, providing also suggestions for a better coordination. The sources are: the Waste
Framework Directive 2008/98/EC, for its encompassing nature; Directive 2012/19/EU on Waste Electrical and
Electronic Equipment (WEEE), being IoT a subset of electrical and electronic equipment; the Directive
2000/53/EC on End-of-Life Vehicles, that I deem particularly interesting considering the increasing relevance
of software components in automotive sector; the Basel convention on hazardous waste, that, albeit it is an
international instrument, it has been ratified by the European Union and can still be relevant for data
protection purposes.
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CHAPTER 2 THE EUROPEAN ENVIRONMENTAL LEGAL FRAMEWORK APPLICABLE TO THE INTERNET OF THINGS
From the analysis of Chapter 1, I concluded that, being equally important provisions having general
application, after the entry into force of the Treaty of Lisbon, data protection and environmental protection
should be mainstreamed in all policies and activities of the Union.
In this chapter, I will assess to which extent, in the light of the most recent legislative developments,
data protection considerations have been concretely embedded in environmental provisions implementing
a circular economy thinking, as required under the TFEU.
I will focus on those rules more related to the Internet of Things, namely: Waste Framework Directive
(WFD), Waste Electrical Electronic Equipment (WEEE) Directive, End-of-Life Vehicles (ELVs) Directive, Basel
Convention on Hazardous Waste75.
Whereas data protection concerns were not taken into account, I will give suggestions to improve
the coordination between the two fields.
At European level, there is not a unique legal framework regulating Internet of Things appliances,
due to the general approach of European law towards waste, on the one hand, and the heterogeneity of IoT
devices76, on the other hand.
As regards the first point, the European Union follows a kind of sectoral approach towards
environmental matters77, and specifically waste management. Next to the Waste Framework Directive, that
sets a series of definitions and common principles for all types of waste, each waste stream is object of
specific rules. Waste stream is defined as “complete flow of waste from its domestic or industrial source
through to recovery, recycling or final disposal”. Although waste streams are divided into two main
categories, material-related (e.g. plastic, metal, wooden…) and product related (e.g. electronic waste, endof-life vehicles…), each of them has a specific legislation applicable, and characteristic treatment methods,
hazardousness, recovery and recycling possibilities78.
As regards the second point, Internet of Things include not only smartphones and computers, but
also e.g. fridges, vacuum cleaners, cameras, connected cars, TVs… basically all kinds of devices embedded
with sensors enabling them to connect to the internet or among each other.
Nevertheless, there is a lowest common denominator for all IoT appliances: they are necessarily
electronical, since they depend on electric currents or electromagnetic fields to work properly, or they are
equipment for the generation, transfer and measurement of such currents (definition pursuant to Art. 3
WEEE Directive). In this sense, IoTs can be considered a subset of electrical and electronic equipment (EEE).
However, not all EEE are IoTs: e.g. hairdryers, blenders, flatirons… are electronic equipment, but they are not
“smart”: since they do not collect data on their users, they do not pose the same threats to data protection
as e.g. computers or smartphones).
Being electronical, IoTs contain hazardous components79. Therefore, data protection risks are
coupled with environmental health-related ones. However, since the adoption of Directive 2002/95/EC on
the Restriction of Hazardous Substances, the European Union has strived to limit as much as possible the use
of cadmium, chromium, brominated flame retardants or polychlorinated biphenyls in EEE, requiring their
75 Albeit
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substitution with safer alternatives80. With the adoption of the Directive 2011/65/EU (RoHS 2), as amended
by Directive (EU) 2017/2102, the rules have become stricter and the exceptions more limited, so much that,
starting from 23rd July 2019 they will involve all EEE, except those ones explicitly excluded (e.g. equipment
used for military purposes, to be sent in space…)81. Nevertheless, EEE containing hazardous components in
compliance with RoHS1 but not with RoHS2, albeit prohibited on the first market, may still be present on the
secondary market (Recital 2 2017 Directive).
Whereas IoTs are produced by households (e.g. smart fridges, smart TVs etc.), they are considered
municipal waste (Art. 3 (2) WFD), except End-of-Life Vehicles (Whereas 10 WFD).
Understanding which kind of products IoTs are is fundamental to assess the rules applicable to them,
the best options to prevent their transformation into waste, to recycle and dispose them and to assess data
protection challenges.
2.1. Directive 2008/98/EC Waste Framework Directive: before and after Directive (EU) 2018/851
The Waste Framework Directive is the most comprehensive European piece of legislation concerning
waste. Although, pursuant to the sectoral approach, different types of waste are disciplined by different rules
(e.g. WEEE Directive, End-of-Life Vehicles Directive etc.), the WFD sets some principles common to all waste
streams, as the notion of waste hierarchy, and provides a series of definitions, including waste and waste
management, recovery and recycling, extended producer responsibility. Moreover, it has provisions
specifically related to electrical and electronic equipment (EEE). That is why is worthy to be analysed.
Waste hierarchy is a cornerstone for European policies and legislations concerning waste and
integrates the “life-cycle thinking”, a conceptual approach that considers the entire life-cycle of goods and
services, from the extraction of natural resources to the treatment of waste, passing through material
processing, manufacturing, marketing, distribution and use82. It is consistent with a broad understanding of
the notion of circular economy. Even if I will come back on this point in Chapter 3, it is worthy to notice
already a parallel between environmental protection and data protection: in data protection law, the lifecycle thinking has been transposed into the notion of data protection by design83.
With waste hierarchy (Art. 4), a priority order of waste management is set up, based on prevention,
preparing for re-use, recycling, other recovery (e.g. energy recovery), and disposal84. In practice, this means
that, for design and manufacturing, less materials in general and, eventually, less hazardous substances
should be used, and products should be kept for longer time and reused (prevention step). Then, either entire
items or spare components must undergo checking, cleaning, repairing and refurbishing operations
(preparing for reuse step). To the extent possible, waste should be turned into a new substance or product
(recycling step). When recycling is not possible, the material should undergo operations that grant e.g. energy
recovery, as incineration, gasification, pyrolysis (other recovery step). Only as extrema ratio, landfill and
incineration without any recovery (disposal) must be allowed85.
States are entitled to derogate from waste hierarchy in so far as justified by life-cycle thinking (Art. 4
(2)). For example, looking at the environmental impact of a washing machine, pursuant to a life-cycle
thinking, it may be better to replace an old energy inefficient but functioning appliance with a new model,
notwithstanding the waste generated86.
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A possibility to ensure better coordination with data protection goals would be to broaden this
exception. Since respecting waste hierarchy may clash with other fundamental rights, it should be possible
to legitimate derogate from it also when it is necessary to, for instance, protect personal data. For example,
whereas there is a high risk related to the re-use of a device because the state-of-the-art does not ensure the
complete erasure of data from the device (e.g. company laptops that may contain trade secrets etc.), waivers
to waste hierarchy, as jumping from the prevention step to the recycling one, should be allowed.
Nevertheless, the exception should be narrowly interpreted to avoid frustrating circular economy goals.
Extended producer responsibility (EPR) is another fundamental concept for waste management. It is
an environmental policy approach introduced in Sweden in the 70s that received an academic elaboration in
the 90s by the Swedish Scholar Thomas Lindhqvist. Pursuant to EPR, and in application of “polluter pays”
principle, for certain goods, the responsibility for the post-consumer phase, namely treatment and disposal,
should be borne by producers. It entails a shift of the administrative, physical and financial burden deriving
from the treatment/disposal of post-consumer products from the public sector to private (producer) one. It
was progressively mainstreamed in almost all OECD countries and nowadays, in the European Union, such
scheme is mandatory under WEEE and ELVs Directives, plus other waste streams in different Member States.
The success of this theorisation derives from the fact that, such responsibility shift, gives, in principle, more
incentives to prevent wastes at the source, promoting product design, and to support public recycling and
materials management objectives87. At practical level, EPR may be implemented in different ways: there are
liability models, that focus on the responsibility for proven environmental damages caused by producers;
economic responsibility models, pursuant to which the producer is supposed to cover expenses related to
e.g. collection, recycling or disposal; physical responsibility models, occurring when manufactures directly
deal with the physical management of the products, and in this sense they may retain the ownership of the
good for the entire life cycle of the product; informative responsibility models, pursuant to which producers
shall supply information on the environmental properties of the manufactured products88.
As I will suggest in Chapter 3, EPR could be also used to interpret the notion of data controller in the
GDPR, to ensure better consistency between data protection and environmental protection.
WFD explains that implementing extended producer responsibilities schemes means for producer to
incorporate end-of-life costs into products prices (Recital 22 Directive (EU) 2018/851) and then decide if
setting up an own scheme or rely on organisations acting on their behalf (Recital 21 Directive (EU) 2018/851).
Whereas 14 Directive (EU) 2018/851 clarifies that the obligations of extended producer responsibility, that
can be fulfilled by producers individually or collectively, can also include organisational responsibility and
contribution to waste prevention and to the reusability and recyclability of products.
Therefore, in terms of accountability, the general rule is that “producers of products should cover
the costs necessary to meet the waste management targets and other targets and objectives, including on
waste prevention, defined for the relevant extended producer responsibility scheme”. It is only under strict
conditions that “those costs can be shared with the original waste producers or distributors where justified
by the need to ensure proper waste management and the economic viability of the extended producer
responsibility scheme” (Recital 26 Directive (EU) 2018/851).
Waste is defined as “any substance or object which the holder discards or intends or is required to
discard” (Art. 3). Although this definition is extremely important to define the scope of application of WFD
and of the other waste related legislations, it is not so straightforward, being based on three different
situations: an actual action of the holder, an intention or the holder, a legal obligation, regardless the fact
that the discarded item has still a commercial value or not89. Moreover, it is not irreversible, providing that a
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substance/object may also lose the status of waste, e.g. when it is used for specific purposes, a market or
demand exist for that product, it fulfils legal or technical requirements to be considered a product… (Art. 4).
That is why, pursuant to the need to Europeanise the notion of “end of waste” status, 2018 amendments to
WFD established that Member State shall take appropriate measures (e.g. legislation, guidance documents,
case by case decisions etc.) to ensure that waste which underwent recycling or recovery operation ceases to
be deemed waste (if certain conditions are complied with, as e.g. there is a market for the second hand
product, or the product can be so considered pursuant to existing legislation etc.).
2018 amendments to WFD also made explicit the intention to shift to a circular economy: new Art. 1
outlines the importance of the goals of preventing and reducing the generation of waste, the adverse impact
of the generation and management of waste and the overall impact of resource use and improving the
efficiency of such use for the transition towards a circular economy and to guarantee EU competitiveness.
The definition of “waste management” (understood as the collection, transport, recovery -including
sorting and disposal of waste, including the supervision of such operations and the after-care of disposal
sites, and including actions taken as a dealer or broker) was refined, as well as the notion of “material
recovery”, encompassing any recovery operation (inter alia, preparing for re-use, recycling, backfilling), other
than energy recovery and reprocessing into materials to be used as means to generate energy.
Hence, also entities collecting second hand products in order to sell them may be considered
performing waste management within the meaning of the Directive.
The definition of “extended producer responsibility scheme” was added, meaning a set of Member
State measures aimed at ensuring that producers of products bear financial responsibility or financial and
organisational responsibility for the management of the waste stage of a product’s life cycle (including
separate collection, sorting and treatment operations). To provide guidance to Member States, general
minimum requirements for extended producer responsibility schemes are introduced90. For instance,
Member States are required to clarify the roles and responsibilities of all stakeholders involved, as producers,
organisations implementing extended producer responsibility on their behalf, private and public waste
operators, reuse and preparing for reuse operators…; set waste management targets and make sure that
reporting systems are in place to assess them; ensure equal treatment for all producers/products without
posing disproportionate regulatory burdens…
I believe that the schemes for implementing EPR should clarify the role and responsibilities of the
stakeholders involved also from a data protection perspective. The applicability of the GDPR to waste
management/recovery actors is not questioned, but, as I will better explain in Chapter 3, the interpretation
of the notions of e.g. data controllers and processors may not be so clear. That is why clearer rules on data
protection responsibilities will be useful. Still, I doubt that, in the silence of the WFD, Member States will do
it by their own initiative. Even if this would happen, differences on the responsibilities of the stakeholders
involved may create situations were data protection is more protected in a Member State than in other,
because of more stringent data protection rules on waste management.
That is why it is regrettable that WFD did not explicitly take position on data protection.
Furthermore, WFD acknowledges the great importance of data collection for the assessment of the
compliance with the targets. But data collection in waste sector is relevant also for another aspect: big data
analytics, indeed, could transform waste management sector, making in more efficient and therefore
contribute to achieve the auspicated shift towards a circular economy91. Even in this case, it must be kept in
mind that with big data comes big responsibility, from a data protection perspective.
As I anticipated, WFD also contains provisions on EEE, introducing rules on waste prevention and
recovery more extensively elaborated comparing with the previous version of the directive. Concerning
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electrical and electronic equipment, Art. 9(d) affirms that Member States are required (“shall take
measures”) at least to encourage their re-use and the setting up of systems promoting repair and re-use
activities. However, the challenges arising from a data protection perspective related to this approach were
not considered, neither the Article nor in the recitals.
Also in this case, it will be therefore left to the sensitivity of the single Member States to implement
the Directive in a way not to jeopardise both environmental and data protection goals.
The new WFD represents an improvement for environmental protection compared with its previous
version, fixing new goals and harmonising definitions, introducing also legally binding minimum requirements
on extended producer responsibility schemes.
Nevertheless, in this respect, there is an important downside: it is still up to Member States,
preliminarily, to decide to which kind of waste streams extended producer responsibility shall be applied
(except in the case of WEEE, ELVs and Batteries and Accumulators, where the establishment of extended
producer responsibility schemes is a legal obligation)92. Indeed, EPR is still elaborated in terms of policy
(“Member states may…”), rather than in terms of legal obligation.
Moreover, to ensure the enforcement of those schemes, Member States are required to introduce
“effective, proportionate and dissuasive” measures applicable to the infringements of the Directive (Art. 36),
and to send reports on the implementation of the Directive (Art. 37). Hence, the possibility for the European
Union to intervene in the enforcement is only indirect, in so far as Member States do not adequately
implement the Directive. Since enforceability of EPR has always been problematic93, I believe leaving so much
discretionary powers to Member States in terms of implementation risks to undermine the effectiveness of
the provisions, slowing down the transformation of EPR into a homogeneous legal obligation for all Member
States.
Another downside is that the WFD, acknowledging the large existing differences between Member
States in terms of waste management performances, allows low-performing Member States to postpone
recycling targets up to five years, attitude that still legitimises the regionalisation of waste management and
the existence of a multiple speed Europe in terms of waste management94. As I anticipated, the effects may
be negative both from an environmental and data protection perspective, whereas, together with recycling
targets, a “softer” approach towards data protection compliant waste management/recovery operations was
legitimised.
Therefore, WFD seems completely unaware of data protection challenges posed by waste
management and recovery operations. It just refers to the importance of collecting data for the assessment
of the reach of the targets. Albeit not all waste streams pose the same challenges (for instance, plastic, metal
and food waste are not problematic in this sense), the Directive enounces principles as waste hierarchy and
extended producer responsibility which should be common for all waste streams and whose interrelation
with data protection, in case of e-waste, have been mentioned. Considering that, legislators should have
demonstrated at least an understanding of the problematic. In the following subchapter, I will focus on the
specific rules applicable to WEEE and ELVs to assess if the situation is different.
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2.2. Directive 2012/19/EU on Waste Electrical and Electronic Equipment: before and after Directive (EU)
2018/849
WEEE Directive is probably the most important one in relation with IoT appliances, and the data
protection challenges posed by this kind of waste stream are the most insidious ones, as high-lightened
already in 2008 by the Italian Data Protection Authority95 and in 2010 by the European Data Protection
Supervisor96. Consistently with the idea of waste hierarchy enounced in the Waste Framework Directive, this
piece of legislation is aimed both at the prevention and reduction of e-waste, favouring reuse, recycling and
recovery of e-waste.
As opposed to other types of waste, the application of extended producer responsibility schemes is
mandatory for WEEE97. Indeed, Member States shall ensure the implementation of the ‘producer
responsibility’ principle, and, on this basis, also minimum collection rates (Art. 7), even if goals are different
for certain Member States. However, the considerations over the opportunity to leave to Member States the
power to set penalties to ensure compliance with extended producer responsibility schemes made for the
WFD are valid also in this case.
Moreover, Member States have the obligation to ensure that separately collected WEEE undergo
proper treatment, as specified in Annex VII (e.g. removal of batteries, removal of external cables…), and
recovery in accordance with best available techniques (Art. 8). Nevertheless, this proper treatment does not
mention operations aimed at removing all personal data from the appliances, which is an important gap for
a GDPR compliant waste management/recovery.
Since 15 August 2018, the Directive has adopted an open-scope approach, meaning that any
electrical and electronic equipment, except for the categories expressly excluded (e.g. equipment designed
to be sent into space, large scale stationary industrial tools, large scale fixed installations, equipment
necessary for security of Member States etc.) is covered by it.
Additionally, WEEE Directive scope has an element of extraterritoriality: it is applicable also to third
Countries sellers and manufacturers of EEE, insofar as they also provide products directly to end-users
located in a Member State by means of distance communication. If those conditions are satisfied, third
countries sellers and manufacturers are deemed ‘producers’ within the meaning of the Directive, and
therefore they have to register in the national registry of Member States where they sell, fulfil take-back
obligations, report on the quantities placed on the market of each Member State. Conversely, if a third
country manufacturer or seller sells EEE to a professional seller in a Member State, then the latter is
considered a producer98. This provision is particularly important for extended producer responsibility
purposes, considering that major world exporter of electronics are non-EU countries (namely, Hong-Kong,
China, South Korea, Singapore, China, United States)99.
As I will better explain in Chapter 3, the extraterritoriality is an element that WEEE Directive has in
common with the GDPR that can be used to mainstream at global level European values related to data and
environmental protection.
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Producers have several obligations of information, either towards users (e.g. ex Art. 14,duty to inform
consumers of private households that WEEE shall not be disposed as unsorted municipal waste) and towards
Member States, e.g. about preparation for re-use and treatment in respect of each type of new EEE placed
for the first time on the Union market (Art. 15); to set up the register to monitor compliance with the targets
set by the Directive (Art. 16).
These duties of information may also serve data protection purposes. For instance, the information
to be given to users ex art. 14 could encompass a warning on the importance of erasing data from the device
before its re-use and disposal, eventually including suggestion on the best available techniques to ensure
this. Indeed, e-waste are dangerous for the environment but may endanger also data protection. This will
not excessively burden producers and could be useful to provide guidance either for consumers, organisation
acting on behalf of producers and for waste recovery actors. Together with the preparation for re-use
treatment, information towards Member States should include a specific part on data removal, because this
could help also monitoring compliance with the GDPR.
The directive also opens to the possibility of shipment of EEE, to be re-used, and stresses the
importance to distinguish it from WEEE. To ensure that no WEEE is shipped, Annex VI fixes certain minimum
requirements for shipment (e.g. copy of invoice/contract of sale and/or transfer of ownership of the EEE,
stating that the equipment is destined for direct re-use and that it is fully functional; declaration made holder
arranging the transport that none EEE within the consignment is waste etc.).
Very regrettably, nor in this case the legislators considered appropriate to include e.g. a certificate
that data contained in the EEE were removed. This gap is particularly severe, considering that EEE may be
shipped in countries that do not ensure data protection standards as severe as European ones.
Therefore, neither in the case of WEEE Directive, data protection considerations have been
embedded in this piece of legislation, nor after 2018 (marginal) amendments. Notwithstanding the limited
scope of the amendments, it is still surprising this lack of consideration of data protection issues, considering
that the Directive (EU) 2018/849 entered into force few months after the GDPR, when the debate over data
protection had already been largely mainstreamed in Europe. Moreover, as I mentioned before, the
European Data Protection Supervisor, already in 2010, when Directive 2012/19/EU was still a proposal, had
warned on the opportunity to involve the European Data Protection Authority in the debate of the recast
and on need to put the new WEEE Directive in line with data protection requirements of the Directive
95/46/EC100. However, the opinion remained unheard at the time and neither at present the situation has
change. Yet, I have demonstrated how there would have been room to insert provisions aimed at protecting
personal data, without disproportionately burdening the stakeholders involved. For instance, the proper
treatment referred to in Art. 8 and Annex VII, basically aimed at removing hazardous component from WEEE,
could have encompassed the erasure of personal information from the devices. Also, producers have already
several information duties towards users, as provided for in Art. 14. Within this framework, they could also
provide for data protection disclaimers, stressing the fact that EEE collect a massive amount of personal data
and that therefore users should take this into account when they get rid of the EEE. Furthermore, the
shipment of EEE for their re-use could pose important data protection challenges, especially where EEE are
shipped towards extra EU Countries with less protective data protection standards. Nevertheless, no
provisions of Annex VI ensure that the EEE has undergone a treatment suitable to remove all personal data.
2.3. Directive 2000/53/EC on End-of-Life Vehicles before and after Directive (EU) 2018/849
Another waste stream deserving attention for the challenges that it poses both from an
environmental and data protection perspective is represented by vehicles at the end of their life. Nowadays,
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cars and vehicles in general are becoming more and more smart, being equipped with electronic systems
capable to make them interact with other vehicles or with the surrounding reality101.
These software and electronic components, that have been estimated to represent approximately
the 10% of vehicle content in large cars102 and between 30% and 50% of total vehicles costs103, are those ones
I will focus on my analysis.
The first version of the Directive, dating 2000, did not specifically refer to scrap electronic
components of cars, nor it mentioned software ones. However, this gap may be explained by the marginal
role that electronic and software components had in the automotive sector at the time: indeed, until the end
of the 90s, the main electronic components of cars, namely electronic ignition, cruise control and climate
control, were basically analogical and installed only in most luxurious models104. Nevertheless, neither the
amendments of 2018, that basically established monitoring and reporting requirements for Member States
concerning the reuse and recovery goals for end-of-life vehicles and collection targets105, introduced
provisions to the treatment of electronic components and software ones. The fact that the growth of
connectivity and automation of European cars would lead to a correspondent increase of electronic
hazardous components in vehicles has been completely underestimated.
Therefore, nowadays, management of electronic and software components of ELVs escapes both
from ELVs Directive, whose scope of application covers vehicles and end-of life vehicles, including their
components and materials, and from WEEE Directive, not applicable to means of transport for persons and
goods106. Filling such a legislative gap is of utmost importance, both for environmental and data protection
perspective, considering that the automotive sector is shifting towards more and more software-defined
vehicles107.
Indeed, to act in compliance with circular economy objectives, legislators should have amended
accordingly ELVs or WEEE Directives, to ensure the respect of waste hierarchy principle also for electronic
scrap automotive, to ensure that they were reused where possible or, at least, the material they were built
with was recovered.
However, as I anticipated, this kind of components of ELVs poses also data protection threats. If
hacked, software of vehicles may reveal lots of information about owners. For example, many vehicles are
equipped with GPS system, and GPS data provide details about life habits of an owner of vehicle (that can be
used e.g. to program a burglar or as basis of extortion whereas the vehicle owner is visiting certain
compromising locations). The risks are even more severe when automotive computers are for instance
syncronised with smartphones, because this way hackers can access all data stored there, as e.g. contacts,
phone numbers, credit card numbers, passwords… 108.
Due to the lack of waste management and recovery rules on electronic scraps of ELVs, it is even more
difficult to assess and ensure that electronic and software components of vehicles undergo a data protection
erasure treatment.
Providing that ELVs Directive establishes extended producer responsibility as legal obligation for this
waste stream, clarifying that the burden related to the delivery of ELVs to treatment centres must be borne
especially by the producers (intended as vehicle manufacturer or professional importer), the considerations
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on a data protection-oriented interpretation of EPR made in relations with WEEE Directive, are valid also
here. For example, since a certificate of destruction of the vehicle must be issued to holder/owner of the
vehicle once it is transferred to a treatment facility (Art. 5), producers could also issue a certificate of erasure
of data from the electronic components.
2.4. Basel Convention on hazardous waste
Although it is an international instrument, I have decided to mention Basel Convention because the
European Union is part of it and the Convention has led to the adoption of Regulation (EC) No 1013/2006 on
Waste Shipment. As I will better explain infra, the Convention gives more sources of reflection under a data
protection perspective than Directive 2011/65/EU of the European Parliament and of the Council of 8 June
2011, that is very technical and regards the restriction of the use of certain hazardous substances in electrical
and electronic equipment.
The Basel Convention on the Control of Transboundary Movements of Hazardous Wastes and their
Disposal, promoted by the United Nation Environmental Program (UNEP) was adopted on 22 March 1989
and entered into force, for the European Union, on 8 May 1994109. Since it concerns an area of shared
competences, also European Member States had to ratify it. The Convention was adopted to combat the
“toxic trade” that had begun in the 70s, when, due to the rise of an environmental consciousness in the
industrialised world, coupled with the widespread of Not In My Back Yard (NIMBY) movements, Western
countries had started to address to developing countries for disposing their hazardous waste at low price110.
From the Preamble, it is stated that the Convention is aimed at reducing either the generation and the
movement of hazardous wastes, encouraging their disposal within the boundaries of the producing State
and, in case of transfer, ensuring an environmentally sound management of waste, suitable to protect human
health and the environment.
In this sense, Basel Convention could serve also data protection goals. Indeed, if the disposal of
hazardous waste, that includes electronic waste, is performed within the European Union, this makes easier
to apply the safeguards of the GDPR.
Albeit the Convention does not refer specifically to IoT appliances, electronic waste falls within its
framework, providing that it contains toxic materials. Since 2002, due to their exponential increase, e-wastes
have been subject of specific analysis, initiatives and projects (e.g. Mobile Phone Partner Initiative and
Partnership for Action on Computing Equipment) within the Basel system111. However, none of them
acknowledge the data protection risks together with the environmental ones.
The Convention provides a broad definition of hazardous waste, encompassing both waste with the
characteristics of Annex I and those ones so qualified by domestic laws of import, transit and export State
(Art. 1), but it excludes radioactive waste from the scope of its application. The notion of hazardousness is
constructed on the basis of the substances contained in this kind of waste. However, I propose that, at least
in case of e-waste deriving from IoT appliances, it should be broadener interpreted, in order to encompass
also the aspect of “data protection hazardousness”.
In principle, Basel Convention forbids waste streams between Parties and not Parties, unless other
Treaties, not incompatible with Basel Convention, are in force between them.
Among Parties, waste streams are allowed in so far as the Prior Informed Consent procedure has
taken place. First of all, the exporter has to inform the importer of his/her intention to perform the
transboundary transfer of hazardous waste (notification phase). To do so, the exporter needs to provide the
Competent Authority of his/her own State the contract concluded with the disposer, containing the
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description of the environmentally sound management measures to be taken. If the Competent Authority of
the exporting State allows the transfer, then the Competent Authorities of the import/transit State receive a
notification document, specifying the nature of the waste, the proposed disposal operation plus proposed
shipment details. The import Competent Authority has to verify the existence of a contract between the
disposer and the exporter and to give written consent on the shipment. Once it is assessed all the
requirements of the Convention have been met, the exporter’s Competent Authority issues the movement
document, containing details of consignment, and authorises the shipment to start. The third step is the
transboundary movement itself. Finally, the disposer has to confirm to the exporter and the exporter’s
Competent Authority that the disposal has taken place pursuant to the contract112.
Basel system has been criticised because it is more focused on the tracking of waste, rather than on
their reduction113. Albeit in Art. 4 State parties commit to reduce at minimum the generation hazardous
waste, there are no stronger obligation than that one. From a circular economy perspective, this is just a
partial way to tackle the problem. Furthermore, the blurred notion of “environmentally sound management”
permitted that, after the entry into force of the Convention, certain developing countries still received waste,
albeit unable to manage them. That is why contracting parties tried to introduce an amendment to the Basel
Convention providing for a total ban on waste transfer from developed to developing countries (or, better,
from OECD countries to non-OECD countries). Nevertheless, the project failed, since the amendment never
entered into force due to lack of ratifications114. Even from an enforcement perspective, the Convention does
not foresee anything and the attempt to equip it with a Protocol on Liability and Compensation for Damages
failed due to the lack of ratification115.
To address these important shortcomings, at regional level, certain contracting parties agreed on
more stringent conditions on transfer of hazardous waste. Within the framework of the Organisation for
African Unity (now African Union), the Bamako Convention forbade the import into Africa of hazardous,
including radioactive, waste, limiting also inter-African States transfers116. At European level, Regulation (EC)
No 1013/2006 on shipment of waste, as amended by Regulation (EU) No 660/2014 of 15 May 2014 that
increased inspection powers, implemented Basel Convention provisions, including the Basel ban.
Nevertheless, non-compliance rates with the Regulation are esteemed to be 25%, depending also on
the lack of common enforcement mechanisms, being the enforcement of the Regulation left to Member
States117. Non-compliance with the Regulation, other than having consequences in terms of environmental
protection, could also be negative on data protection, considering the amount of personal data that not
adequately treated electronic hazardous waste may contain. Yet, even in the case of Waste shipment
regulation, data protection considerations have been totally neglected. The regulation only implements Basel
Convention provisions related to prior consent procedure, without considering the opportunity to include,
for instance, an obligation on the exporter or on the disposer to ensure that hazardous electronic waste has
been treated in a way to ensure the deletion of all personal information. Prior Consent procedure could have
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received a data protection connotation, whereas the “environmentally sound management measures”
should have been coupled also with “data protection sound management measures”.
2.5. Summary and Conclusion
From the above analysis, it is possible to infer that, notwithstanding pursuant to the Treaty of Lisbon
data protection considerations should be embedded in all the policies of the European Union, including the
environmental ones, the reality is different.
Albeit data protection challenges arising from the management certain products are well known, as
in case EEE, or easily perceivable considering the evolution of technology, as for ELVs, European Legislators
failed to address them, even in the most recent legal frameworks adopted.
The fact that, at European level, data protection considerations have not been embedded in those
environmental legal frameworks does not entail that, at national level, Member States have not taken
measure at sector-related level to ensure data protection compliance (e.g. imposing on e-waste managers
the application of certain safeguards, as encryption, de-magnetisation of memory supports, use of ad hoc
software for effective data erasure)118.
Moreover, the new waste framework entered into force in July 2018 but, since it is about directives,
Member States have two years to implement them and a great margin of appreciation119. This means that
they could still consider data protection challenges in the implementation of the legislative framework, even
if I must admit that, for the moment, I have no evidence that this is happening.
Moreover, even if data protection considerations have not been embedded in the updated legislative
framework, Standardisation Organisation may contribute in filling this gap. For instance, the European
Committee for Electrotechnical Standardization (CENELEC), one of the European Standardisation
Organisation in charge of developing standards to support European legislation120, in its draft standard
EN50614 ‘Requirements for the preparing for re-use of waste electrical and electronic equipment’, that will
be published on 29 July 2019121, apparently, will refer to the obligation to eradicate data from devices with a
documented and recorded procedure122.
Considering that EN (European Standard) "carries with it the obligation to be implemented at
national level by being given the status of a national standard and by withdrawal of any conflicting national
standard"123, this could be a very effective way to ensure compliance with data protection requirements.
Moreover, if such document would be presented to the EDPB to receive its avail, this could be used
also to set GDPR compliance standards (Art. 42 GDPR).
However, until the report will be published, it will not be possible to assess if it will be effectively the
case. Moreover, it is uncertain if the standard will refer also, for instance, to operations to be performed
before the shipment of electronic equipment.
Furthermore, signs of understanding of data challenges raised by waste management come from
private business: with a simple Google research, it is possible to find companies offering deletion of data
services from electronic devices.
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However, for the moment, from an environmental point of view, there is no uniformity on the
approach to be adopted towards data erasure in waste management, being the only instrument available
the GDPR. Such a diversity in terms of data protection compliant waste management and recovery operations
could severely jeopardise data protection in the European Union and undermine both the goals pursued by
the GDPR and the circular economy strategy.
On the other way around, it must be said that the need to comply with the GDPR could incentive
companies to adopt better waste management and recovery procedures: providing that one of the duties of
data controllers and processors is demonstrating compliance, the recording of data processing (erasure in
this case) operations could ensure more control on how waste management/recovery is performed.
But also the concept of extended producer responsibility may serve data protection goals.
Now, extended producer responsibility schemes, that are by coincidence mandatory precisely for
those waste streams that present most risks for data protection, could be used to address also data
protection challenges. To embed data protection considerations in the environmental legal framework,
notwithstanding the lack of explicit reference to data protection, I propose a more comprehensive
interpretation of the concept of extended producer responsibility, or, better, a data protection-oriented
interpretation of extended producer responsibility, capable to merge environmental and data protection
purposes.
Starting from the models of extended producer responsibility referred to by Thomas Lindhqvist in his
doctoral thesis, the informative responsibility, pursuant to which producers shall supply information on the
environmental properties of the manufactured products, could also be extended to data protection related
information; the economic responsibility and physical responsibility could legitimise the obligation to
perform on the waste treatments aimed at neutralising also the adverse effect of waste not only from an
environmental perspective but also from a data protection one124.
The element of extraterritorial applicability of extended producer responsibility, coupled with the
extraterritorial scope on the GDPR, that I will mention in the following chapter, could also contribute to
mainstreaming data protection at global level.
However, also the notion of hazardousness could receive a broader interpretation.
Up until now, the hazardousness of waste has always been referred to the chemical components of
it, in relation to the risks posed on human health and environmental. But there is also another profile. Waste
can be hazardous not only because it contains substances dangerous for human health and environment, but
also because, if not properly managed, it could hamper another fundamental right: data protection.
That is why, in the future, European Legislators should revise their understanding of hazardousness,
giving it a more encompassing nature.
For a better coordination of the environmental and data protection policy areas in the European
Union, consistently with the new role that the Union has assumed in the field of fundamental rights thanks
to the Treaty of Lisbon, both Member States in implementing the Directives and European legislators in the
future should take these elements into account. Standardisation Organisation may help with technicalities,
but I believe that, for a better protection of fundamental rights, European Institutions shall demonstrate
more awareness of the potential inconsistencies between the data and environmental frameworks.
Setting aside these proposals for a broader interpretation of extended producer responsibility and
the notion of hazardous waste, the most obvious way to ensure a GDPR compliant waste management is to
apply the GDPR to waste management and recovery stakeholders. In effects, as in the case of the previous
Data Protection Directive, the GDPR applies to them. However, as I will illustrate in the following chapter, the
outcomes of the application of the GDPR to waste management actors are not always so straightforward,
providing that the Regulation does not provide guidance in this sense and the indications coming from the
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European Data Protection Supervisor and the European Data Protection Board/Working Party Article 29 (that
are moreover not legally binding) are very limited.
Moreover, for a better coordination between the environmental and data protection legal
frameworks, I believe that, in case of waste management and recovery operations, the GDPR should be
interpreted in the light of Extended Producer Responsibility, which could lead to outcomes partially different
than those one suggested by the European Data Protection Supervisors.

27

CHAPTER 3 THE DATA PROTECTION LEGAL FRAMEWORK APPLICABLE TO THE INTERNET OF THINGS
The 25th May 2018 represented a turning point for data protection law, because the General Data
Protection Regulation (GDPR), the seminal legislation on data protection in Europe, entered into force, aimed
at ensuring the protection of personal data and their free flow125.
In this chapter, the other way around comparing with the previous one, I will assess to which extent
environmental needs and circular economy considerations have been considered in this Regulation, outlining
also how certain GDPR provisions drew inspiration from environmental law.
Relying on the definitions provided in Art. 4 GDPR, and further specified in GDPR Recitals and in the
Guidelines and Opinions issued by the Working Party 29 (WP29)/European Data Protection Board (EDPB)126
and the European Data Protection Supervisor (EDPS)127, I will briefly present some key concept under GDPR
to evaluate their applicability to waste management/recovery actors. To ensure a better coordination
between the data protection and the environmental legal framework, I will propose an alternative
interpretation of the data protection legal framework, in the light of extended producer responsibility.
3.1. Personal Data, Processing, Data controller and Data processor, Third Party
Having clear what personal data, processing, data controller, data processor and third-party mean is
fundamental to understand the roles of waste management and recovery actors under the GDPR.
Under European data protection law, personal data is basically any information related to a data
subject, which is an identified or identifiable living natural person. ‘Information’ needs to be interpreted in a
broad sense, including also personal opinions along with objective elements128. Identifiers encompass either
names, identification numbers, location data, economic social and cultural identity and computerised files,
cookies, IP addresses, web traffic… To assess if a person is identifiable, it is necessary to consider the
reasonable means likely to be used for the identification129. To give some examples sticking to smart devices,
e.g. voice profiles collected and saved by a smart TV are personal data; mapping of walls and furniture
performed by smart vacuum cleaners are personal data; bar codes of products collected by smart fridges
enable to infer food preferences, that are personal data; geographical locations and addresses stored in the
GPS of a vehicle are personal data130 etc.
Processing is also a very broad notion under the GDPR, since it encompasses basically any operation
performed on personal data: e.g. collection, recording, disclosure by transmission, erasure, storage,
consultation etc. (Art. 4(2)).
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Data controllers are the natural/legal persons, regardless if private or public, which, alone or jointly
with others, determine purposes and means of the processing, whereas data processors are the natural/legal
persons, regardless if private or public, which process data on behalf of the controller (Art. 4(7) and (8) GDPR).
The WP 29 has clarified that the notions of controllers and processors need to be interpreted in a
functional sense rather than in a legalistic way: since they are intended to allocate responsibilities, they must
stem from actual reality131. Providing that several scenarios are possible, different outcomes in terms of
autonomy and responsibility may configurate.
Hence, whereas an entity has the capacity to determine means and purposes of data processing,
regardless if this competence derives from a legal competence or factual circumstances, it will be deemed as
data controller. Only those bodies which neither have legal nor factual influence to determine how personal
data are to be processed cannot be considered data controllers132.
Residually, third parties are those subjects who have no specific legitimacy nor authorisation in
processing personal data (e.g. those ones that accidentally access personal data). However, this does not
mean that third parties are excluded from any responsibility. The WP29 deems that even third parties, when
receiving personal data, regardless if lawfully or unlawfully, could be considered new data controllers, insofar
as the other conditions above explained are fulfilled133.
Comparing with the previous data protection directive, the obligations posed by the GDPR on data
processors have increased134. In a similar way as data controllers, processors must be able to demonstrate
compliance, keeping record of processing activities (Art. 30(2)); ensure the security of processing,
implementing technical and organisational measures (Art. 32); nominate a DPO when required under Art. 37
GDPR; notify data breaches to the controller (Art. 33 (2)). A written contract between the processor and the
controller, or another legal act under Union or Member State law, detailing reciprocal obligations and rights,
other than subject matter, nature, purpose, duration of the processing, types of personal data and category
of data subjects, is mandatory (Art. 28(3) and (9)). Similarly, also in case of joint controllership, a specific
agreement establishing reciprocal obligations for compliance (e.g. respective duties to provide information)
is necessary, unless respective responsibilities of the controllers are determined by Union or Member State
law (Art. 26)135.
As regards waste management actors, intended as collectors, recyclers, disposers of WEEE or ELVs,
neither GDPR provisions nor recitals provide guidance on how to consider them. Similarly, there is no
guidance in the case of waste recovery actors, namely distributors and retailers dealing with repair and reuse
tasks, and regarding actors involved of hazardous waste or EEE shipment136.
Nevertheless, applying the functional definition of data controllers suggested by WP29, it is possible
to argue that waste management and waste recovery actors are processing personal data within the meaning
of the GDPR and therefore must be considered data controllers.
First, the mere storage and erasure of personal data constitute a processing under the GDPR.
Secondly, having those stakeholders the capability to influence waste management and recovery
from an environmental perspective, and for this reason to be made liable, similarly, they have the capacity
control those data that, perhaps unconsciously, the previous users Internet of Things made them available.
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Waste management and waste recovery operations, either aimed at the reuse or at the disposal of
WEEE, ELVs or hazardous substances, or to their shipment, entail activities over electronic appliances that
contain personal data. Depending on the measures put in place, the consequences in terms of data protection
can change dramatically for data subjects, whose personal information risk to be disclosed.
This conclusion is directly supported by the EDPS opinion on the Proposal for WEEE Directive137, but
also, indirectly, by that one on Privacy by design138.
In the former, still referred to Directive 95/46/EC, the EDPS clearly stated that disposal of EEE can
involve data processing operations, namely erasure and destruction of data (para 14). The opinion proceeded
further, affirming that “The EDPS intends to highlight the significant risks that may affect individuals and/or
organisations acting as "data controllers" where the WEEE, particularly IT and telecommunications
equipment, contain personal data relating to the users of those devices and/or third parties at the time of
disposal” (para 15).
In the latter, focused on Art. 25 GDPR, the EDPS stressed the importance of embedding privacy
friendly technologies and data security in the whole life-cycle of a product, therefore also in the recovery and
disposal ones. It is evident the parallel with the life-cycle thinking elaborated within the framework of
environmental matters139.
However, to ensure more consistency between data protection and environmental protection, I
believe it is necessary to consider also extended producer responsibility to better establish the relations
between data processors and data controllers. That is why I propose an interpretation of the notion of
controller and processor in the light of extended producer responsibility. Such interpretation could lead to a
partially different outcome comparing with the solution proposed in the EDPS Opinions.
Providing that the organisational/financial/administrative burden of waste management shall be
borne by producers, and that the erasure of personal data is one aspect of waste management, applying the
functional definition provided for by WP29, producers within the meaning of WEEE and ELVs may be deemed
data controllers, whereas the organisations acting on behalf of the producers may be considered data
processors, in charge of implementing the recommended erasure techniques. Alternatively, producers may
be considered joint controllers together with waste management and recovery actors.
Producers are indeed in the best position to influence the means of processing, that in case of waste
management are the best techniques to ensure that data are removed from the devices (e.g. wiping
programs or shredders, etc.).
The distinction between (joint) controllers and processors is important because it may determine
different outcomes in terms of liability.
One of the most interesting novelties of the GDPR is indeed the introduction of administrative fines
and penalties, that can be imposed on (joint) data controllers and processors for infringements of the GDPR
by national Data Protection Authorities.
The GDPR provides for different administrative fines but keeps open for Member States the
possibility to determine other penalties, even criminal ones, for infringements not subjects to administrative
fines (Art. 84)140. For example, violations of Art. 25 (Data protection by design and default) may lead to
administrative sanctions up to 10 million Euro or up to 2% worldwide annual turnover of the previous
financial year of an undertaking. Violations related to the basic principles of processing, including
transparency (Art. 5, 6, 7, 9) may lead to administrative fines up to 20 million Euro or 4% total turnover of
the preceding financial year (Art. 83 (5)).
Whereas the ratio behind the GDPR sanction system is to ensure a wide protection of data subjects,
and that is why either the GDPR (Art. 79) and the WP29 Guidelines on the application and setting of
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administrative fines for the purposes of the Regulation 2016/679141 make clear that data subjects can
complain for violations of the GDPR perpetrated by both controllers and processors, Art. 82 establishes that
“A processor shall be liable for the damage caused by processing only where it has not complied with
obligations of this Regulation specifically directed to processors or where it has acted outside or contrary to
lawful instructions of the controller”.
Therefore, notwithstanding the increased responsibility of processors, the GDPR still follows the
approach of the former data protection directive, assuming the controller is the strongest party between the
two, and almost omni competent142. This statement is confirmed by Art. 28 (10), pursuant to which whereas
a processor infringes the GDPR by determining purposes and means of processing, s/he shall be considered
data controller in respect of that processing.
To distribute liability between joint controllers or between controllers and processors, the GDPR
requires written agreements between them, or Union or Member States acts. However, having a contract
and putting producers in condition of exercise control over processors may be very difficult at practical level.
That is why a Union or Member State act would be the best option for clarifying the respective obligations in
this case. For example, in the laws transposing new waste directives. Also European standards as CELENEC
ones could specify how to distribute liability. This last solution would be preferable because it would ensure
more uniformity.
Consistently with the above considerations, I believe that, in case of shipment of hazardous waste,
when electric appliances are involved, applying the functional definition of controller, exporters should be
considered data controllers and provisions on transfers of data to third countries, whereas the disposer is
outside the EU, shall apply. Similarly, when there is a shipment of EEE, the seller should be considered data
controller and even in this case provisions on data transfer should be applicable.
3.2. Transparency
Transparency is one of the cornerstones of the GDPR and it was conceived as a tool to empower data
subjects to give them control over their personal information143. Indeed, in the GDPR, transparency assumes
a twofold connotation: as principle governing data processing (Art. 5) and as duty of data controllers, which
are required to convey information in a simple way and in a language tailored to the data subjects they are
addressing to144, to both let them understand what happens with their data and to enable them to effectively
exercise their rights (Art. 12, 13, 14). That is why transparency can be also considered somehow a right of
the data subject, mirroring this obligation on controllers. Furthermore, transparency is also a mean to favour
monitoring of compliance of data controller145.
Although transparency is not expressly defined, the WP29 clarified that it needs to be interpreted in
a user-centred manner: information given to data subjects on the processing and on their rights needs to be
easily accessible, easy to understand and clear and plain language must to be used146. Briefly, to comply with
transparency principle, the data controller must make sure that the data subjects understand what happens
with their data and are aware of the rights deriving from their status147.
Transparency, in the sense of duty to inform, is however important also for the environmental
framework analysed above: in case of WEEE, producers have to provide information to consumers and
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Member States concerning the disposal; in case of ELVs, producers must issue a certificate of destruction of
the vehicle to the former owner; exporters of hazardous waste have the duty to inform the Competent
Authority to trigger the procedure of prior informed consent.
Paralleling data protection and environmental protection legal frameworks, the fact that producers
and exporters have this obligation of transparency can be an argument in favour of considering them as data
controllers or joint controllers with other waste management and recovery actors as I proposed.
3.3. Geographical Scope and Transfer to Third Countries
A particularity of the GDPR is that it has an extraterritorial geographical scope, providing that also
entities not established in EU, when they target or monitor behaviour of people in the European Union, need
to abide by it (Art. 3 (2)). Albeit there may be clashes with actual enforceability of this provision, equipping
the GDPR with this characteristic, in effect, influenced Internet Service Providers all over the World, that
rushed to change their privacy policies to avoid sanctions148.
The GDPR has an international dimension also in another sense: it limits the data transfers towards
third countries or international organisations. Data transfer is allowed only: insofar as the Commission has
issued an adequacy decision, where it is stated that the data protection legal framework of that third Country
is essentially the same as European one; in the absence of an Adequacy Decision, when data controllers and
processors provide appropriate safeguards (e.g. binding corporate rules, codes of conducts, certification
mechanisms…) and on condition that enforceable rights and effective legal remedies are available for
individuals; in absence of either Adequacy Decision and appropriate safeguards, in exceptional circumstances
(e.g. the data subject has been informed of the risks, wants to enter into a contractual relation where the
transfer abroad is necessary…)149. Also in this case, exceptions need to be interpreted in a restricted way and
cannot legitimate massive or repetitive data transfers150.
Extraterritoriality is another element that the data protection framework has in common with the
environmental one: above, I illustrated how also extended producer responsibility has an extraterritorial
ambition,
to
make
sure
that
even
producers
of
third
countries
bear
the
administrative/organizational/financials costs of waste disposal.
As I said before, restrictions on shipment of hazardous and electronic waste and equipment may
serve data protection purposes, encouraging the disposal or re-use of these products within the boundaries
of the European Union. However, also GDPR could serve also environmental objectives. Whereas data are
not adequately removed from the appliances before the shipment, this could be considered a data transfer,
eventually to third countries and therefore sanctionable in absence of appropriate safeguards.
That is would be an incentive for exporters to more thoroughly investigate the reliability of their
counterparts.
In this case, appropriate safeguards may be, for instance, the requirement of a certificate of erasure
of personal data prior the shipment takes place, or the conclusion of a contract with the disposer/receiver,
specifying the duty to erase all personal data contained in the appliance.
3.4. The Risk-Based Approach and Data Protection by Design
The elements where the legacy of environmental law manifests more in the GDPR are given by the
risk-based and “by design” approaches.
It is the parallel between environmental injuries and privacy/data protection ones that have justified
similar solutions. Both types of damages are indeed characterised by negative externalities, providing that,
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unless there is a rule providing for something different, the negative outcomes of e.g. pollution and data
breaches are not borne by companies, but by individuals; and by the so called tragedy of commons, whereas
the over-exploitation of a common resource may lead to its destruction (e.g. in case of maritime resources,
overfishing determines a loss, whereas bulk collection of personal data may destroy the trust of consumers,
that will refrain from sharing their personal information to anybody151). The risk-based approach witnesses
also how data protection has evolved from being considered a mere individual right towards a right having a
societal dimension (e.g. datafication152 simplifies mass surveillance threatening democratic societies)153.
The risk-based approach in data protection builds upon the idea that data protection principles, as
consent, purpose limitation or data minimisation, may not be adequate to a transforming and more and more
complex processing reality (e.g. widespread of algorithms and AI, difficulties in understanding privacy
notices…). Hence, performing a risk analysis exercise and managing risks become more valid alternatives 154.
However, the approach of the GDPR is not entirely a risk-based one. Risk-based approach is indeed used in
relation with compliance obligation set in Chapter 4, like the obligation to perform a data protection risk
assessment (DPIA), but only for certain types of operations155. For the rest, there is still a right-based one,
founded on data protection principles, as data minimisation, purpose limitation etc156. Such a solution
responds to the need to burden data controllers in a scalable manner (e.g. the riskiest the processing
operation, the greatest the burden), ensuring at the same time a sufficient level of data protection to all data
subjects157.
The risk-based approach of the GDPR was inherited from the former data protection directive158 but
it has been further refined and it is embodied in provisions like Art. 24 (responsibility of the controller), Art.
25 (data protection by design and default), Art. 35 (DPIA)159etc.
The feature of the risk-based approach I will focus on is data protection by design (DPbD), that is that
one which may appear more problematic for the interpretation in the light of EPR.
Art. 25 is about data protection by design (and by default), that derives from the concept of privacy
by design (PbD). DPbD is a new construction for European law: it was not included in the ‘95 Directive.
Conversely, it derives from North American data protection tradition, since it was elaborated in mid 90s by
Ann Cavoukian, the Information and Privacy Commissioner of Ontario160. As extended producer
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responsibility, PbD started as a policy goal161, as an approach, a methodology to proactively embed privacy
into information technology, business practices, and networked infrastructures162.
Therefore, DPbD is a transposition in data protection terms of what is an important environmental
approach: the eco-design one, based on the embedding of environmental consideration in the design and
production of a product, paying attention to its entire life-cycle (e.g. limitations in the use of hazardous
substances, durability and recyclability, energy efficiency…)163. Albeit the GDPR does not explicitly mention
this relation, the EDPS has paralleled eco-design and privacy by design, two principles that make possible for
producers to shape technology in a way suitable to promote societal values164.
In the GDPR, DPbD is an obligation posed on data controllers (and not on processors, notwithstanding
the attempts of the European Parliament to extend this obligation also to them165), that consists of
implementing appropriate technical and organisational measures designed to implement data protection
principles in an effective manner and to integrate the necessary safeguards in the processing. The goal is to
meet the requirements of the GDPR and to protect the rights of data subjects. Those technical and
organisational measures need to be implemented both at the time of determination of the means of
processing and at the time of processing itself. However, the obligation appears mitigated by the wording
“taking into account the state of the art, the cost of implementation and the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity for rights and freedoms of natural
persons posed by the processing”166. Moreover, the wording of the article is very generic and there is no
definition of “technical and organisational measures” and “state of the art”. All these factors determine that,
at practical level, it is very difficult to prove that a data controller has violated Art. 25 GDPR167.
Art. 25 does not impose obligations on designers and producers, which is an important limit for the
effectiveness of the principle, considering that producers and designers have more possibilities of influencing
the design of products than controllers168. The European Parliament had indeed proposed to introduce the
category of “producers” under the GDPR and to extend the obligation to respect DPbD also on them169, but
it did not succeed.
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However, producers, designers and manufacturers are “encouraged to take into account the right to
data protection when developing and designing such products, services and applications and, with due regard
to the state of the art, to make sure that controllers and processors are able to fulfil their data protection
obligations” (Recital 78).
The fact that the GDPR does not pose obligations directly on producers seems proving a diversity of
approaches than EPR schemes. However, this does not represent an obstacle to the interpretation of the
notion of data controller in the light of extended producer responsibility, as it may appear to be.
Indeed, to the extent that a producer could be deemed a data controller, even for just certain types of
processing operations and in certain situations, as in case of waste management, the GDPR shall apply also
to him/her.
The interpretation of the GDPR in the light of EPR that I have proposed is aimed at ensuring more
consistency between environmental and data protection policies, and it regards only a specific type of
processing (data deletion), in relation with their waste management: it is not a general one. That is why I
believe it does not circumvent the intention of the legislators set in Art. 25.
3.5. Summary and conclusions
Therefore, even in the case of data protection legal framework, environmental considerations seem
having been neglected by European legislators. Nor the actual text of the GDPR neither the Recitals refer to
the need not to jeopardise the goals of circular economy. In the explanatory memorandum of the GDPR,
perhaps superficially, the Commission looked at the issue in simple terms, saying that “environmental
impacts were not observed”170.
Conversely, I proved how the lack of coordination and uncertainty in terms of liability between the
two legal frameworks may lead to inconsistencies. On the one hand, the Regulation could foster
environmental protection objectives (e.g. to incentive the management of hazardous electronic waste within
the boundaries of EU or the choice of more reliable disposer abroad). On the other hand, the GDPR could
have adverse effects on the re-use of electronic equipment.
Yet, the legacy of environmental law in the GDPR is significant. I have dealt with the extraterritorial
ambition, the importance of transparency, the “by design”/risk-based approaches171, that come from
environmental law172 and witness an evolution of data protection from an individual right to a right having a
collective dimension173.
In a certain sense, the GDPR brought those elements further, being able to include them in a
Regulation and to render them legally binding with a certain homogeneity in all Europe, whereas the
environmental legal framework still sticks mainly to Directives. In the future, I suggest that environmental
law may take back inspiration from the GDPR risk-based approach, assessing its strength and weaknesses
with the ultimate goal to transpose the lessons learnt in more homogeneous environmental rules for
Member States.
For the time being, the EDPB and the EDPS have not issued specific guidance concerning the positions
of the stakeholders in waste management/recovery sectors from a data protection perspective, except from
the (old) opinion on the recast of WEEE Directive, where it was specified that individuals and organisations
170

Proposal for a Regulation of the European Parliament and of the Council on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (General Data Protection Regulation) (COM(2012) 11 final;
2012/0011 (COD)) 4
171 Rob Van Straten, ‘Risk-Based Approach to GDPR | GDPR Risk Assessment Template’ (saiglobal.com, 26 April 2018)
<https://www.saiglobal.com/hub/blog/risk-based-approach-to-gdpr-gdpr-risk-assessment-template> accessed 5 April 2019
172 EEA Publication ‘Chapter 2: The use of risk assessment in environmental management’ in ‘Environmental Risk Assessment Approaches, Experiences and Information Sources’ (eea.europa.eu, May 2016) <https://www.eea.europa.eu/publications/GH-07-97595-EN-C2/chapter2h.html> accessed 5 April 2019
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dealing with IT and Communications, in quality of data controllers, have to face several risks. However, the
opinion was very generic and rendered on the basis of a pre-existing data and environmental legal
frameworks. That is why I proposed an interpretation of GDPR provisions to be applied to waste management
and recovery actors on the basis of extended producer responsibility.
Providing that the organisational/financial/administrative burden of waste management shall be
borne by producers in case of WEEE and ELVs, and that the erasure of personal data is one fundamental
aspect of waste management for these types of waste, applying the functional definition provided for by
WP29, producers may be deemed data controllers, or at least joint controllers with other actors, with their
reciprocal obligations regulated by Union or Member States acts.
More defined roles for data processors and controllers in waste management and recovery field
could also be an important incentive to push those States, which have looser obligations from an
environmental perspective, to improve their waste management and recovery, to avoid being sanctioned
under the GDPR.
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CONCLUSIONS
At the end of this analysis, it is possible to conclude that data protection and circular economy are
deeply interrelated. Environmental and data protection present common features. I have outlined how GDPR
provisions may serve environmental purposes and, vice-versa, environmental rules can support data
protection purposes. Nevertheless, conflicts are also possible and, not existing a hierarchy between data
protection and environmental protection, their conciliation may be challenging, especially considering that
the legislative frameworks examined seems ignoring the existence of potential conflicts between them.
To ensure more coordination and reduce conflicts, several possibilities are open. When the legal
frameworks will be updated in the future, first of all, recitals be formulated in a way to acknowledge the
reciprocal interaction and challenges of data protection and circular economy. Then, it could be possible for
instance to amend Art. 4 WFD, to include the possibility to derogate waste hierarchy, in exceptional situations
particularly risky for data protection. To include, in the proper treatment ex Annex VII WEEE Directive, data
erasure. To broaden the duties of information of producers towards consumers ex Art. 14 WEEE, to warn
them on the importance of data deletion, and towards Member States ex Art. 15 WEEE, making it specify
how data erasure is dealt with in respect of each type of new EEE placed for the first time on the Union
market. Annex VI on shipment of EEE should include in the minimal requirements for shipments e.g. a
certificate attesting data erasure. European legislators should clarify which rules are applicable to ELVs
electronic and software components, either reconducting them to WEEE Directive or introducing ad hoc
provisions in ELVs one. A broader understanding of “hazardousness”, encompassing the data protection risks
other than the environmental and health related ones could help. In case of e-waste shipment,
environmentally sound management measures” should be coupled also with “data protection sound
management measures”. Member States should be made aware of the opportunity of considering data
protection needs while implementing the 2018 novelties. Also making the CENELEC working together with
the EDPB could be foster the adoption of both higher environmental and data protection standards.
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